5/13/2017 Backup a system containing MALWARE:
Harvey Phillips: if I do a daily/weekly (Acronis) incremental backup won't I be backing
up any virus/malware as well?"

John Stampfel response: response: Yes, whatever backup you do, if there is a virus or malware
present in the material you back up, you will back up the bad stuff too.

So why did I say "have a backup". And I said "of your full disk." Personally,
to me, (and Sandy Rand discussed this in a Windows workshop recently),
the time to do a full disk restore is faster than plunking back each incremental.

Will the backup have earlier malware? Yes. But not the encrypted files
created by the ransomware. (It would be possible to make a backup of a
system which had ransomware, I believe, by booting from a recovery device
(CD, DVD, USB flash drive) created with your backup product (Acronis, Macrium
Reflect, etc.) and doing a backup. Not a normal procedure.

You also want a full disk backup to reinstall after a disk failure.

So, what say I about backups where malware (virus, rootkit, etc.) is present?
Two things:

1.) why did you let yourself get malware to begin with? Get all of the
manufacturer's updates. They are like recalls from a car manufacturer.
Get them automatically. Deal with the repercussions of THAT rather than
of the malware! And then have a good antivirus (freeware Avira, Avast,
AVG, or Windows Defender, or another well-rated one

[ https://www.av-comparatives.org/ ] )

and run that and Malwarebytes just BEFORE your backup. (May as well also
do a disk clean up to not save unwanted and temporary files in your backup.)
If your don't like the popup ads from the free antivirus software buy the
upgrade.

2.) You can always run the malware removal software on the restored system
before you begin using it. No law against that. Restore using the infected
but have the computer OFF the network. (Turn off wifi, unplug ethernet,
then restore.) On A DIFFERENT COMPUTER download one of the free antivirus
package installers onto a CD, DVD or USB drive (careful if it is a medium
which can get infected, like USB flash or external disk). Install it onto
the restored system and run it and clean up the malware. So even if the
backup had bad stuff in it, now you have a clean system. And you can go
to some website such as TrendMicro and use their online virus scanning
tool

https://www.trendmicro.com/en_us/forHome/products/housecall.html

to do another sweep of your system.

Don't have another computer? Smartphone is handy to go to the BCUG website
and post a request for help.
